APPENDIX B



ACRONYMS, ABBREVIATIONS, AND DEFINITIONS





Acronyms and Abbreviations



A	-	Availability

AIC	-	Availability, Integrity, and Confidentiality

AIS	-	Automated Information System

AISSP 	-	Automated Information System Security Plan

C	-	Confidentiality

DHHS	-	Department of Health and Human Services

ICD	-	Institute, Center, or Division

I	-	Integrity

ISSO 	-	Information Systems Security Officer

LAN	-	Local Area Network

NI	-	Network Importance

NIH	-	National Institutes of Health

OIRM	-	Office of Information Resources Management

PD	-	Prevent Degradation in LAN Operations 

PO	-	Prevent Occurrence

RR	-	Relative Risk

UPS	-	Uninterruptible Power Supply

WAN	-	Wide Area Network





Definitions



Access Control.  The process of limiting access to the resources of a system only to authorized individuals, programs, processes, or other systems (in a network).



Accreditation.  The official management authorization for the operation of a LAN based on the certification process as well as other management considerations.



Authenticator.  The means used to confirm the identity or to verify the eligibility of a station, originator, or individual.



Automated Information System (AIS).  The organized collection, processing, transmission, and dissemination of automated information in accordance with defined procedures.



Availability.  Protection of information or services to ensure support available on a timely basis to meet mission requirements or to avoid substantial losses.



Call Back.  A procedure for identifying a remote terminal.  In call back, the host system disconnects the caller and then dials the authorized telephone number of the remote terminal to reestablish the connection.  Synonymous with dial back.



Candidate Upgrades.  Additional safeguards that could be implemented for a LAN to correct or reduce the risk associated with identified vulnerabilities in the existing safeguards.



Certification.  A technical evaluation of a sensitive application (LAN) to see how well it meets security requirements.



Compartmentalized Information.  Information considered sensitive enough to afford it protection (e.g., personnel, financial, proprietary data, and National Security Information).



Computer Abuse.  The misuse, alteration, disruption or destruction of data processing resources.  It implies that the act is both intentional and improper.



Computer Security.  The protection of a computer against internal failures, human errors, attacks, and natural catastrophes that might cause improper disclosure, modification, destruction, or denial of service.



Computer Security Subsystem.  A device designed to provide limited computer security features in a larger system environment.



Computer System.  Any equipment or interconnected system or subsystems of equipment used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information, including computers, ancillary equipment, software, firmware, and similar procedures; services, including support services; and related resources as defined by regulations issued by the Administrator for General Services pursuant to Section 111 of the Federal Property and Administrative Services Act of 1949.



Computer System Security Plan.  A plan that provides a basic overview of the security and privacy requirements of the subject system (LAN) and the agency's plan for meeting those requirements.  In this document synonymous with LAN Security Plan.



Confidentiality.  Information that requires protection from unauthorized disclosure.



Configuration Control.  The process of controlling modifications to the system's hardware, firmware, software, and documentation that provides sufficient assurance that the system is protected against the introduction of improper modifications prior to, during, and after system implementation.



Contingency Plan.  A plan for emergency response, backup procedures, and post-disaster recovery.  Synonymous with disaster plan and emergency plan.



Configuration Management.  The management of features and assurances through control of changes made to a system's hardware, software, firmware, documentation, test, test fixtures, and test documentation throughout the development and operational life of the system.



Cost-Risk Assessment.  The assessment of the cost of providing data protection for a system versus the cost of losing or compromising the data.



Countermeasure.  Any action, device, procedure, technique, or other measure that reduces the vulnerability of a harmful act to a system.



Criticality Security Levels for Application Systems.  Criticality security levels are assigned to AISs based upon the relative importance of their processing capabilities to the organizations they support.  A Level 1 designation is used for an AIS with the lowest criticality of data processing relative to the organization it supports; and a Level 4 designation is used for an AIS with the highest criticality.  Only Level 1, Level 2, and Level 3 apply to local area networks at NIH.



Level 1:  Low Criticality.  This category identifies AISs with data processing capabilities that require minimal protection.  These include AISs that, in the event of alteration or failure, would affect the organization minimally or could be replaced with a minimum of staff time or expense.  This category also includes AISs which generate, store, process, transfer, or communicate data which are considered to have low or no sensitivity Level 1.



Level 2:  Moderate Criticality.  This category identifies AISs with data processing capabilities that are considered important but not critical to the internal management of an organization and/or the Department.  This category includes:



a.  AISs whose failure to function for an extended period of time would not have a critical impact on the organizations they support.



b.  AISs that generate, store, process, transfer, or communicate data which are considered to have moderate sensitivity (Level 2 sensitivity).



Level 3:  High Criticality.  This category identifies AISs with data processing capabilities that are considered critical to the organizations they support and/or the Department.  This category includes:



a.  AISs whose failure to function for even a short period of time could have a severe impact on the organizations they support and/or the Department.



b.  AISs that perform functions with data which are considered to have a high potential for fraud, waste, or abuse.



c.  AISs that generate, store, process, transfer, or communicate data which are considered to have high sensitivity (Level 3 sensitivity).



Level 4:  High Criticality and National Security Interest.  This category identifies all AISs with data processing capabilities that are considered critical to the well-being of the nation.  Examples include:



A.  AISs that generate, store, process, transfer, or communicate national security classified data.



b.  AISs that handle other sensitive, but unclassified information, the loss of which could adversely affect national security interests.  



National Security Directives and other federal Government directives require that these AISs be protected in proportion to the threat of compromise of exploitation and the associated potential damage to the national security.



Data.  The information that makes up a data file.



Data Destruction.  Rendering data to an unusable state.



Data Disclosure (impacts LAN confidentiality).  Release of data to an unauthorized person or program.  Examples include, but are not limited to, unauthorized release of:  computer generated information, sensitive/proprietary/personal data/documents, and contractor proposals.



Data File.  A data file is a file consisting of text, numbers, or graphics, as distinct from a program file of executable instructions.  Data files are created, collected, processed, transmitted, disseminated, used, stored, and disposed of by application systems.



Data Integrity.  The property that data meets an a priori expectation of quality.



Data Manipulation (impacts LAN integrity).  Compromise of data through tampering with operation of equipment, programs, personnel, or an organization.  Examples include, but are not limited to, tampering with or modifying:  computer software; data entries (e.g., medical records); and proprietary hardware/software.



Data Security.  The protection of data from unauthorized (accidental or intentional) modification, destruction, or disclosure.



Denial of Service (impacts LAN availability).  Any action or series of actions that prevents or delays any part of a system or network from functioning in accordance with its intended purpose (e.g., power, software, or hardware failure; data destruction).  



Designated Approval Authority.  The official who has the authority to decide on accepting the safeguards prescribed for an automated information system or that official who may be responsible for issuing an accreditation statement that records the decision to accept those safeguards.



Discretionary Access Control.  A means of restricting access to objects based on the identity and need-to-know of the user, process, and/or the groups to which they belong.  The controls are discretionary in the sense that an individual with a certain access permission is capable of passing that permission (perhaps indirectly) on to any other individual.



Financial Data.  Budget and expenditure information relating to NIH operations.



Graceful Shutdown.  Systematically closing active files and putting them away before the system loses power.



Grant/Contract Data.  Information relating to NIH grants and contracts.



Hacker.  A person who secretively invades other's computers, inspecting or tampering with the programs or data stored on them.



Harmful Occurrence.  An occurrence that can be caused by people, things, or nature that may negatively impact or harm the LAN availability, integrity, and confidentiality.  Harmful occurrences of concern to LANs include:  (1) network service denial, (2) unauthorized data manipulation, and (3) unauthorized disclosure of sensitive data.  These harmful occurrences can be intentional or unintentional.  



Information.  Information is any communication or reception of knowledge, such as facts, data, or opinions, including numerical, graphic, or narrative forms, whether oral or maintained in any other medium, including computerized databases, paper, microfilm, or magnetic tape.



Information Resources Management.  The planning, budgeting, organizing, directing, training, and control associated with Government information.  The term encompasses both the information itself and related resources, such as personnel, equipment, funds, and technology.



Integrity.  Protection of information from unauthorized, unanticipated, or unintentional modification (includes detection of such activities).



Internetworking Devices.  Repeaters, bridges, routers, and gateways and serve as communication devices for LANs/WANs that provide the connections, control, and management for efficient and reliable internetwork access.  These "traffic cops" can also have security control features for regulating access.



LAN Administrator.  The individual designated as having administrative responsibility for a Local Area Network (LAN).  Normally, this individual should be designated in writing and be a Federal employee.  The duties of the LAN Administrator will vary from organization to organization due to a variety of factors, to include:  size of the LAN, functions supported by the LAN, whether or not the activities accomplished by the LAN Administrator are the individual's primary responsibility or performed in addition to other responsibilities.  



Local Area Network (LAN).  A group of computers and other devices dispersed over a relatively limited area and connected by a communications link that enables any device to interact with any other on the network.



Malicious Software.  Malicious software is the collective name for a class of programs intended to disrupt or harm systems and networks.  The most widely known example of malicious software is the computer virus.  Examples are Trojan horses and worms.



Network.  A network is a group of computers and associated devices that are connected by communications facilities.  A network can involve permanent connections, such as cables, or temporary connections made through telephone or other communications links.  A network can be as small as a local area network consisting of a few computers, printers, and other devices, or it can consist of many small and large computers distributed over a vast geographic area.  Small or large, a computer network exists to provide computer users with the means of communicating and transferring information electronically.



Network Importance.  A term used to describe the relative importance of a LAN with regard to other NIH LANs using the relative need protect of Availability, Integrity, and Confidentiality.  



Networking Operating System.  Installed on LAN server to coordinate the activities involved in providing services to the computers and other devices attached to the network.



Patient Data.  Information relating to patients that is either of a personal nature or developed as a result of tests and observations by NIH employees, contractors, and subcontractors.



Personnel Security.  Refers to a program that determines the sensitivity of positions and screens individuals who participate in the design, operation, or maintenance of automated information systems or who have access to such systems.



Physical Security.  Refers to the combination of devices that deny, detect, monitor, restrict, or otherwise control access to sensitive areas.  Physical security also refers to the measures to protect a facility that houses AIS assets and its contents from damage by accident, malicious intent, fire, loss of utilities, environmental hazards, and unauthorized access.



Prevent Degradation (PD).  A term used when evaluating the effectiveness of the safeguards implementation for a LAN should there be a harmful occurrence.



Prevent Occurrence (PO).  A term used when evaluating the environment and mandatory safeguards associated with LAN operations.  The minimum acceptable safeguards for each of three security levels have been defined by DHHS and under normal circumstance should protect LAN availability, integrity, and confidentiality.



Privacy Act Data.  Information required to be protected under the Privacy Act of 1974, Public Law  93-579, 5 U.S.C. 552a (1974).



Proprietary Data.  Information that is not releasable to the public without permission of the owner (e.g., pharmaceutical patent).



Relative Risk.  A term used to combine network importance with the ability of the existing safeguards to prevent an occurrence and the ability of the existing safeguards to prevent an impact on the LAN, if an occurrence is initiated.



Research Data.  Information resulting from or used to support NIH research activities.



Risk Assessment.  A risk assessment is the identification and study of the vulnerability of a system and the possible threats to its security.  It is a formalized exercise that includes:  (1) identification, classification, and valuation of assets; (2) postulation and estimation of potential threats; (3) identification of vulnerabilities to threats; and (4) evaluation of the probable effectiveness of existing safeguards and the benefits of additional safeguards. 



Risk Management.  A process for minimizing losses through the periodic assessment of potential hazards and the systematic application of corrective measures.



Safeguards.  Procedures or requirements implemented to preclude or mitigate vulnerabilities.



Security Level Designation.  A rating based on the sensitivity of data (i.e., the need to protect data from unauthorized disclosure, fraud, waste, or abuse) and the operational criticality of data processing capabilities (i.e., the consequences were data processing capabilities to be interrupted for some period of time or subjected to fraud or abuse) for availability, integrity, and confidentiality.  There are four security level designations for data sensitivity and four security level designations for operational criticality.  Only three (Level 1, Level 2, and Level 3) apply to a local area network (LAN) at the National Institutes of Health.  The highest security level determined for availability, integrity, and confidentiality is assigned as the overall security level designation for the LAN.



Sensitive Application.  An application of information technology that requires protection because it processes sensitive data, or because of the risk and magnitude of loss or harm that could result from improper operation, unauthorized manipulation, or deliberate unauthorized interruption of the application.



Sensitive Data.  Data that requires protection due to the risk and magnitude of loss or harm that could result from inadvertent or deliberate disclosure, alteration, or destruction of the data.  The term includes data whose improper use or disclosure could adversely affect the ability of an agency to accomplish its mission, proprietary data, records about individuals requiring protection under the Privacy Act, and data not releasable under the Freedom of Information Act.



Sensitive Information.  Sensitive Information is any information, the loss, misuse, unauthorized disclosure, or unauthorized access to or unauthorized modification of which could adversely affect the national interest or the conduct of Federal programs, or the privacy to which individuals are entitled to under section 552a of Title 5, United States Code (the Privacy Act), but which has not been specifically authorized under criteria established by an Executive Order or an act of Congress to be kept secret in the interest of national defense or foreign policy.  The following definitions are based upon information contained in Chapter II, DHHS, "Automated Information Systems Security Handbook (Version 2.0)."  Only Level 1, Level 2, and Level 3 apply to local area networks at NIH.



Level 1:  Low Sensitivity.  This category identifies data that require minimal protection.  Threats to these data are minimal, and only minimal precautions to protect the data need to be taken at the user site.  Unintentional alteration or destruction is the primary concern for these types of data.  This category includes:



a.	Data files  that have value to a researcher only in their raw form, such as in some laboratory research applications, and the computerized correspondence and documents in some offices.



b.	Data files that require safeguarding by the Privacy Act, but which contain information that is virtually all in the public domain, such as employee locator files, and for which any unauthorized disclosures could reasonably be expected not to adversely affect the individual.



Level 2:  Moderate Sensitivity.  This category identifies data that have some importance to the Agency and which must be protected against such acts as malicious destruction.  However, since these types of data are most often collected for analytical purposes, disclosure problems are not usually significant.  This category includes:



a.	Management information concerning workload, performance, staffing, and similar data, usually in statistical form, used to generate reports that reflect the status of an organization.  Access to these data need to be restricted to a limited degree.  The data are protected because of their value to the organization, but they are intended to be disclosed in some form eventually.



b.	Research and statistical data accumulated to provide information about DHHS programs to the public.  These data need protection commensurate with the value of the information to the organization.  Loss of this kind of data would not normally be potentially embarrassing or detrimental either to an individual or to the organization.



c.	Data files subject to the Privacy Act safeguarding requirement, which contain information not in the public domain, but for which any unauthorized disclosure could reasonably be expected not to adversely affect the individual.  



d.	Computerized correspondence and documents which must be protected from unauthorized alteration or disclosure.  These types of data include all correspondence, memoranda, and other documents whose release or distribution outside the Federal government and/or within the organization needs to be controlled.



Level 3:  High Sensitivity.  This category contains the most sensitive unclassified data (other than unclassified data whose loss could adversely affect national security interests).  The data in this category require the greatest number and most stringent security safeguards at the user level.  This category includes:



a.	Payment information that is used to authorize or make cash payments to individuals or organizations.  These data are usually stored in production application files and systems, and include benefits information, such as that found at the Social Security Administration and payroll information.  Such information also includes data files that the user has authority and capability to use and/or alter information to cause an improper payment.



b.	Proprietary information that has value in and of itself and which must be protected from unauthorized disclosure.



c.	Computerized correspondence and documents that are considered highly sensitive and/or critical to an organization and which must be protected from unauthorized alteration and/or premature disclosure.



d.	Data files that require safeguarding by the Privacy Act and which contain information that meets the qualifications for Exemption 6 of the Freedom of Information Act; i.e., for which unauthorized disclosure would constitute a "...clearly unwarranted invasion of personal privacy..." likely to lead to specific detrimental consequences for the individual in terms of financial, employment, medical, psychological, or social standing.



Level 4:  High Sensitivity and National Security Interest.  This category identifies all data files which contain national security classified information and all data files which contain other sensitive, but unclassified information, the loss of which could adversely affect national security interests.  DHHS does not have the authority to originate classified material, and Operating Divisions/Regional Offices may not automate, create, or store classified information without prior Departmental approval.



Server.  A component of a LAN (e.g., personal computer, minicomputer) that enhances the LAN by coordinating the traditional strengths offered by minicomputers and mainframes in a time-shared environment:  data management, information sharing among clients, and sophisticated network administration and security features. 



Threats.  People (e.g., hackers, disgruntled employees, error-prone programmers, careless operators), things (e.g., unreliable hardware, power), or even nature (e.g., earthquakes, floods, lightning).



Trojan Horse.  A Trojan horse is a destructive program disguised as a game, a utility, or an application.  When run, a Trojan horse does something devious to the computer system while appearing to do something useful.



Virus.  A virus is a program that infects computer files (usually other executable programs) by inserting in those files copies of itself.  This is usually done in such a manner that the copies will be executed when the file is loaded into memory, allowing them to infect still other files, and so on.  Viruses often have damaging side effects, sometimes intentional, sometimes not.



Vulnerabilities.  Flaws in protection of assets that can be exploited, partially or fully, by threats resulting in loss.



Vulnerability Search.  A review of LAN operations and safeguards to identify vulnerabilities which may result in a harmful occurrence.



Wide Area Network.  An arrangement of data transmission facilities that provides communications capability across a broad geographic area.  For purposes of this methodology, considered synonymous with LAN.



Worm.  A worm is a program that propagates itself across computers, usually by spawning copies of itself in each computer's memory.  A worm might duplicate itself in one computer so often that it causes the computer to crash.  Sometimes written in separate segments, a worm is introduced surreptitiously into a host system either for fun or with intent to damage or destroy information. 
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