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This manual and the methodology it describes will assist National Institutes of Health (NIH) Local Area Network (LAN) Administrators and their managers in assessing the protection of the LANs for which they are responsible.  The manual provides instructions for completing the Office of Information Resource Management (OIRM) developed LAN risk assessment methodology, either manually or with an automated version.  The objective of the LAN risk assessment methodology is to assist LAN Administrators and managers to:





¥ 	ensure NIH data availability, integrity, and confidentiality through standardization and simplification of the LAN risk assessment process,





¥ 	implement Department of Health and Human Services (DHHS) guidance for protection of automated information systems,





¥ 	comply with Office of Management and Budget Circular A-130, and





¥ 	comply with the Computer Security Act of 1987.





1.2	MANUAL ORGANIZATION





This manual is organized to facilitate accomplishment of a LAN risk assessment by a LAN Administrator.  An experienced LAN Administrator may only need to use Section 2 (Quick Start) while referring to the remainder of the document for reference.  Section 2 enables the user to conduct the assessment in either the manual or automated mode.  Learning to use the automated mode will prove to be of future value in that it facilitates revisions or updates and allows for data source report compilation.  LAN Administrators conducting a risk assessment for the first time should:  





¥	become thoroughly familiar with the table of contents and read through the entire manual before starting the risk assessment, and 





¥	then start the risk assessment using Section 2 and refer to Section 3 (which provides more details) and Appendix C (which contains an example of a completed risk assessment) as necessary. 





References and a listing of acronyms, abbreviations, and definitions are in Appendices A and B, respectively.  








1.3	BACKGROUND





Risk management, as defined by DHHS, is the process of identifying, controlling, and eliminating or minimizing uncertain events that may affect system resources.  Risk management includes risk assessment, cost-benefit analysis, evaluation of safeguards, and overall security review.  DHHS defines in the draft "Guide for Protecting Local Area Networks and Wide Area Networks," a risk assessment as a formalized exercise that includes:  (1) identification, classification, and valuation of assets; (2) postulation and estimation of potential threats; (3) identification of vulnerabilities to threats; and (4) evaluation of the probable effectiveness of existing safeguards and the benefits of additional safeguards.





DHHS implemented a Department-wide Automated Information System Security Program to assure that each LAN has a level of security that is commensurate with the risk and magnitude of the harm that could result from the loss, misuse, unauthorized disclosure, or unauthorized modification of the information contained in the system.  Each LAN's level of security must protect the availability, integrity, and confidentiality of the information. 





Each NIH operating Institute, Center, and Division (ICD) must administer an adequate Automated Information System Security Program that meets statutory, regulatory and Departmental requirements and the needs of the ICD and the public.  Specifically this requires that: 





¥	each LAN has the appropriate technical, personnel, administrative, environmental, and telecommunications safeguards;





¥	LAN security be cost-effective; and





¥	a LAN supporting crucial ICD functions has a contingency/disaster recovery plan to provide continuity of operation.





A LAN needs protection to ensure one or more of the following:  availability, integrity, and confidentiality.  Availability requires protection of information or services to ensure support on a timely basis to meet mission requirements or to avoid substantial losses.  Integrity requires protection of information from unauthorized, unanticipated, or unintentional modification (includes detection of such activities).  Confidentiality requires protection from unauthorized disclosure.





For availability, integrity, and confidentiality, the LAN Administrator determines whether the protection requirement is High (critical concern of the organization), Moderate (an important concern, but not necessarily paramount in the organization's priorities), or Low (some minimal level of security is required, but not the same degree as the previous two categories).  





¥	The High, Moderate, or Low protection requirement ratings are based on the sensitivity of the data (i.e., need to protect data from unauthorized disclosure, fraud, waste, or abuse) and the operational criticality of data processing capabilities (i.e., ramifications of data processing capabilities being interrupted for a period of time or subjected to fraud or abuse).  





¥	Four levels of sensitivity and criticality are defined in Appendix B.  Only Levels 1 (Low), 2 (Moderate), and 3 (High) apply to NIH.  These definitions are used by the LAN Administrator to evaluate availability, integrity, and confidentiality. 





¥	The appropriate security level is determined based on the responses to the previous questions regarding availability, integrity, and confidentiality.  





The security level designation is used to determine the safeguards that are required.  The more sensitive and critical the LAN, the more stringent are the safeguards.  The LAN Administrator then evaluates LAN compliance and the effectiveness of implementation of the applicable safeguard requirements.  
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