SECTION 2





QUICK START


LAN RISK ASSESSMENT





2.1  DISCUSSION





The LAN Administrator is responsible for conducting the risk assessment.  Documentation of the results will be accomplished using the worksheets provided.  The other two personnel normally involved in the process are:  (1) the Director (or Designee) of the Institute, Center, or Division (ICD) supported by the LAN, and (2) the ICD Information Systems Security Officer (ISSO). Exhibit 2-1 is a matrix indicating responsibilities for preparation, review, retention, distribution, certification, concurrence, and accreditation of the risk assessment.  





A completed example of a risk assessment for a fictitious LAN Albert is provided in Appendix C, to include certification, concurrence, and accreditation statements.





Exhibit 2-1.     LAN Risk Assessment Documentation Responsibilities.
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This Quick Start is provided to facilitate completion of a LAN risk assessment by a LAN Administrator familiar with this methodology.  If problems are encountered in completing the worksheets in this section, go to Section 3 for a discussion of each item, and/or review the completed examples provided in Appendix C.  If after reviewing Section 3, questions still persist or if the user is having trouble with the Excel program, call the ICD ISSO for assistance.  Once a LAN Administrator has completed the risk assessment, the original and two copies of supporting documentation will be forwarded to the ICD ISSO for concurrence.  After review by the ICD ISSO, the original document (indicating concurrence or nonconcurrence with rationale) will be forwarded to the cognizant ICD Director or Designee (whose organization is supported by the LAN undergoing the risk assessment) for accreditation.  Once the accreditation official has approved the documentation, the original will be retained (maintained on file) by the responsible LAN Administrator and a copy provided to the OIRM Senior ISSO.  





Quick Start is accomplished using the LAN Risk Assessment Worksheet, Exhibit 2-2.  Block A is used to record administrative information.  Block B documents the characteristics of the LAN.  Block C is used to record the results of the LAN safeguards compliance evaluation.  Block D documents the LAN environment and procedures.  Block E provides space for a corrective action plan, should one be required. 





Exhibit 2-2 can be used to begin the LAN risk assessment using the paper forms (manual mode) that appear therein.  If using the automated version of the LAN risk assessment, the instructions are contained in Paragraph 2.2 below.





2.2	INSTRUCTIONS FOR OPENING AND RUNNING THE RISK ASSESSMENT WORKSHEET





The LAN risk assessment worksheet is designed to operate on any platform with the Microsoft Excel application (Versions 4 or 5) installed.  A minimum amount of data entry is required (e.g., check the appropriate responses regarding protection afforded the LAN or provide succinct statements).  If the response to a question is used in different parts of the worksheet, appropriate cells are loaded when the information is first entered (multiple entries of the same information not required).  Although not absolutely necessary, some familiarity with Microsoft Excel is useful in moving around the worksheet.  Some minor differences may be experienced by the user depending on the version of Excel or the platform used.  





Two 3.5 inch high density floppy disks are enclosed.  Each disk has one folder (directory) named RISKA with three files, NIH.HLP, ASSESS.XLS, and NIH_RUN.XLM.  The program can be:





¥	installed on a single NIH server and all LAN risk analyses completed and archived on that server,


¥	installed on each LAN with both a completed hard copy and disk provided to the ISSO (requires an appropriate license for Microsoft Excel), or


¥	the necessary forms can be printed from the electronic version and be completed in handwritten hard copy with data later being entered electronically at a central location.





The NIH.HLP file provides help screens relating to each item on the worksheet.  The location of the NIH.HLP file may vary depending on the platform and/or version used.  With Macintosh Microsoft Excel Version 4, the NIH.HLP file must be placed in the Excel application folder.  In Microsoft Excel Versions 5 for both the Macintosh and the MS DOS, the help file resides in the same file folder (directory) as the ASSESS.XLS program file (RISKA file folder).  





The ASSESS.XLS file contains the base document (blank worksheet) that is used by all LAN Administrators and must not be altered.  When the blank worksheet is opened, the user will be asked to rename the worksheet (preferably with the name of the LAN).  The name of the LAN is entered in the input box and the file is automatically saved as a separate file with the name entered in the input box.  If the CANCEL button is selected the program will quit, leaving the blank worksheet unmodified.  





All worksheet cells are protected except for those where data is required.  Data cannot be entered into, or deleted from, the protected cells.  No changes can be made to the format of the protected cell.  The security level, relative risk, items requiring corrective action, and indications of non-compliance with mandatory requirements are calculated based on responses to specific questions on the worksheet.  The formulas and macro instructions for performing these calculations are not needed nor are they accessible to the user. The completed worksheet documents the results of the risk assessment and provides the certification and accreditation statements for the LAN.   





The NIH_RUN.XLM file is a macro sheet containing the instructions to run the program.  Since the user has no need to access this file, all cells are protected and the window is hidden from the user's view.





A step-by-step process for completing the worksheet follows:





a.	Open the RISKA (MS-DOS directory or Macintosh file folder).





b.	For Macintosh Excel 4 users, the NIH.HLP file (located in the RISKA file folder) must be placed in the Excel application folder.  For Microsoft Excel Version 5 (Macintosh and MS-DOS), the NIH.HLP file continues to reside in the RISKA file folder (directory).





c.	To run the program, double click on the ASSESS.XLS file.





d.	The ASSESS.XLS file and all the macros needed to run the program will be opened.





e.	A message will be displayed asking you to name the file.  The name of the LAN is the preferred file name to use since the file will be saved as whatever file name is entered in the input box.  The worksheet will also be titled by the same name.  Renaming the file helps preclude any alteration of the basic assessment worksheet.  To preclude inadvertant alteration, if the CANCEL button is pushed, if more than eight letters are entered, or if the block is left blank, the program will quit, leaving the blank worksheet unmodified.





f.	An ALERT message will be displayed giving basic information regarding moving through the worksheet.  Click "OK" to continue.  





	All cells on the worksheet are protected except those where data is to be entered (indicated by a box or a vertical line).  The ARROW keys or the pointing device (track ball or mouse) can be used to move around the worksheet.  The TAB key may also be used to move to the next unprotected worksheet cell.  The TAB key causes the cursor to move to the next unprotected worksheet cell.  Hitting SHIFT + TAB will cause the cursor to go back to the previous unprotected cell.





	NOTE:   The TAB key  cannot be used to move from a worksheet cell to a text block (D4 through D11 and Block C).  See paragraph o below for additional information.   





g.	A pull down menu labeled "HELP A-B   C   D-E" is added to the menu bar that allows access to help screen for each item number on the worksheet.  Select the desired Block (HELP A-B, C, or D-E).  A pull down menu with all items in that Block(s) of the worksheet to be displayed.  





h.	Use upper case X where appropriate to indicate the correct response.





i.	If the response calls for data that exceeds the cell width, adjacent cells (if empty) will be overwritten.





j.	In Microsoft Excel Version 4, all text will not be displayed in the cell when entering.  The text being entered is displayed in the FORMULA bar at the top of the screen.  When the RETURN/ENTER key is hit, the data is displayed in the cell or adjacent cell if blank.  In Excel Version 5, Double clicking the cell will cause the text to be displayed and edited directly in the cell.





k.	To edit a cell, in Microsoft Excel Version 4, place the cursor in the cell and click.  The text will be displayed at the top of the screen.  Place the cursor at the point to be edited and click.  In Excel Version 5 (both Macintosh and MS DOS), editing can be done directly in the cell by double clicking the cell.





l.	In the electronic version, Item B4 (security level) is automatically marked based on the response to Item B2.  These cells are protected; therefore, the user cannot directly enter the security level.  





	In the manual version, the user marks the appropriate security level based on the highest rating assigned in B2.





m.	In the automated version, the appropriate column in Block C will be filled in based on the security level indicated in Item B4.  





	For the manual version, a hard copy is provided which indicates the mandatory and optional safeguards for each security level.  The user merely chooses which of the three columns is applicable based on the entry in item B4.





n.	In the automated version, for Block C, if an item is optional, N/A will be automatically filled in the Yes column for that item.  A formula appears in all the unprotected cells of the Yes column.  This formula is used to fill in the N/As as appropriate.  Don't worry about overwriting or deleting the formula since it is of no use after all necessary N/As are filled in.  If a particular security feature is in place, the user can place an X in the "Yes" column even though a safeguard is not mandatory or required.  





	In the manual version, the user must fill in the appropriate responses in the "Yes" and "No" columns.





o.	When data is entered in Block D3, an ALERT message will be displayed with instructions regarding entering data in the text blocks.   The worksheet is designed so that a minimum amount of data entry is required (e.g., check the appropriate responses).  Beginning with Item D4, a narrative response is necessary.  A "Text Block" is provided for the narrative entries.  The TAB key cannot be used to move from a worksheet cell to a text block.  The pointing device must be used to access the text block.  Scroll up or down using the elevator at the right side of the screen.  To enter text,  place the cursor where text is to be entered and click.  Once the text block is accessed, text is entered and edited in much the same way as any word processor.  The text will wrap at the end of a line and any text below the entry point will move down within the established limits of the text block.  Two pages are allotted for Items D4 through D11 and two pages are allotted for corrective action (Block E).  If additional space is needed, the text blocks can be expanded.  For information on obtaining additional space, call the responsible security coordinator.  





Some Excel functions (including the help screens, file quit, and file save) are not operational while in the text block.  To reactivate these functions, place the cursor in a cell anywhere on the worksheet (outside the text block) and click.





NOTE:  The TAB key cannot be used while entering data in the text block.  If the TAB key is used, the cursor will jump to the next unprotected text block.  





p.	It is desirable to save the file periodically (e.g., every 15 minutes).  To save, choose "File" from the menu bar at the top of the screen, click and drag the cursor down to highlight "Save".  





q.	When finished entering data in the worksheet, select the "File" menu and Choose "Quit."





r.	If the risk assessment is not finished in one session or it is necessary to open the file again for any reason, place the cursor on the file as named in step "e" above and double click.  The program will open with the cursor at the point where it was left when the file was closed.  The user will not be asked to rename the file again.  The message giving instructions (step "f" above) will again be displayed.  Hit "OK" to continue.  The cursor will then go to the cell in use when the file was closed.
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